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Abstract—A newly established multiplexed network pro-
tocol – QUIC, which is based on User Datagram Protocol
(UDP), has emerged in recent years and gained a large
share of Internet traffic quickly. Initially proposed by
Google, the goal of QUIC is to achieve a higher Internet
communication performance and eventually replace the
Transmission Control Protocol (TCP) + Transport Layer
Security (TLS) + HTTP/2 architecture. In particular, the
3rd version of the Hypertext Transfer Protocol – HTTP/3.0
is built on top of QUIC. A good number of research papers
have been published recently to evaluate the performance
and security of the QUIC protocol. In this paper, we
conduct a comprehensive survey on the QUIC security
issues and analyze its future research directions regarding
security prospective. We investigate several topics including
the QUIC protocol structure, QUIC security model, secu-
rity issues related to QUIC protocol, and future research
directions on QUIC Security. To the best of our knowledge,
it is the one of first surveys that focus on the security of
the QUIC protocol.

Index Terms—QUIC, Survey, TLS, Network Security,
HTTP/3, Network Protocol, Transport Layer Protocol,
TCP, UDP, Vulnerabilities

I. INTRODUCTION

In recent years, a contemporary general-purpose, re-
liable, latency reducing, connection-oriented and secure
transport layer network protocol: QUIC [1] has emerged
and has gained popularity quickly. It is now the default
transport layer encrypted protocol for the majority of
well-known applications, including Facebook, Gmail,
Instagram, Google Chrome, and YouTube [2]. Interest-
ingly, from the operating system perspective, it looks like
an application layer protocol that behaves like a transport
layer network protocol. The QUIC protocol’s primary
goals are to increase Internet traffic’s speed and reduce
latency by decreasing connection establishment duration
[3], multiplex without Head-of-Line (HOL) blocking [4],
and provide invariably-encrypted edge-to-edge security
[5]. In 2012, Google first introduced a new transport
layer network protocol built on User Datagram Protocol
(UDP) titled “gQUIC”, to address the web traffic perfor-
mance issues at that time [6], [7]. In 2016, the Internet
Engineering Task Force (IETF) formed a research group
to enlarge and standardize QUIC. The effort led to

the standardized QUIC protocol as RFC 9000 in May
2021 [8]. At around the same time, RFC 9001 [9] was
released that standardizes how TLS 1.3 functions as a
security component of QUIC protocol. It is worth noting
that HTTP/3 [10] connections can only be established
using QUIC. It is developed as a better substitute for
Transmission Control Protocol (TCP) [8]. It has multiple
unique or pioneer characteristics that surpass TCP in
various areas theoretically. For instance, it offers a 0-
Round Trip Time (0-RTT) handshake mechanism to re-
duce handshake latency [11]. Although the same feature
is possible in TCP by combining the use of TCP Fast
Option (TFO) and 0-RTT (early data) in TLS 1.3, recent
version of QUIC is superior to TFO regarding security
aspect of 0-RTT handshake mechanism [12]. Since the 0-
RTT feature was initiated by QUIC and it is performing
better in QUIC architecture compared to the TFO, we
can consider 0-RTT to be a pioneer feature of QUIC.
By using multiplexing approach, it also overcomes HOL
blocking issue, which is one of the major problems
of TCP. For being mobility-friendly and responsive, it
has connection migration feature as well [13]. Note that
connection migration feature stands for switching from
one type of network to another type of network. For
example, switching from Local Area Network (LAN)
connection to Wide Area Network (WAN) connection.
There are already a number of QUIC implementations in
use, some of these use gQUIC and others QUIC. gQUIC
is still used by about 8% of the top 10 million lead-
ing websites, according to latest assessments on those
sites [14]. In contract, approximately 25% of websites
worldwide presently use HTTP/3 over QUIC [15]. More
than 75% of internet traffic of Facebook uses QUIC and
HTTP/3 by October 2020 [16].

In spite of a de novo design brought higher
performance to QUIC, security loopholes still exist.
QUIC cannot perform according to its potentiality in
real world. As a result, every now and then, cyber
attackers contravene QUIC protocol’s security [5]. Large
Technological Organizations, Internet Content Providers
(ICPs), and other businesses are increasingly embracing
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QUIC, making it a desirable target for malicious
attackers. Thus, analyzing and enumerating security
issues and threats of QUIC on existing network services
is completely vital. A lot of research works have been
conducted and published in the literature regarding the
security issues around QUIC [5], [17], [18], [19], [20],
[21]. Unfortunately, there is still a lack of a pervasive
inspection in the pertinent literature on QUIC security.
In this paper, we aim at filling the gap and conduct a
comprehensive survey on the QUIC protocol’s security
related issues that have been published so far.

Contributions: In this paper, we introduce the essen-
tial features of QUIC and its development history. We
also provide security analysis on QUIC, including the
security model, security issues, and types of security
threats. Finally, we discusses probable future research
directions for QUIC security related challenges. The con-
tributions of this paper can be summarized as follows:
● To fully comprehend the QUIC protocol’s opera-

tional principles
● To analysis the QUIC protocol’s security model
● To identify all the existing security issues and

threats of QUIC protocol
● To vision the directions of future research on prob-

lems related to QUIC security
The rest of the paper is structured as follows. Section

II describes synopsis of QUIC protocol. Section III
presents security analysis of QUIC. Section IV provides
the discussion and our vision of future research scopes
on QUIC security. Finally, Section V concludes the
paper.

II. SYNOPSIS OF QUIC PROTOCOL

In this section, we will succinctly introduce overall op-
erational principles (synopsis) of QUIC protocol, includ-
ing the architecture, protocol characteristics, connection
establishment process, and packet structure.

A. Architecture of QUIC Protocol

QUIC exploits the operating system’s UDP (User
Datagram Protocol) socket downstream to give applica-
tion layer protocols (e.g., HTTP/3) a dependable and se-
cure transmission channel. Although the implementation
is based on UDP, which is a transport layer protocol,
QUIC does not rely on UDP’s features in its protocol
design and does not use UDP ports to indicate a transport
layer connection. Since QUIC builds upon UDP at the
transport layer, which is the reason that it has been often
described as a transport layer protocol [1], [22].

The TCP/IP network uses five tuples: source port,
destination port, protocol, source IP addresses and des-
tination IP addresses, to uniquely identify a connection.
In QUIC protocol, a globally unique randomly generated

Connection ID is used identify a connection. The QUIC
connection created in the one (original) network can be
easily moved to a new network, so that the network
service won’t be disrupted when the user switches their
network. It is particularly useful for handover process in
cellular networks or WiFi networks. Figure 1 illustrates
the architectural view of the QUIC protocol.

Fig. 1: Architecture of the QUIC protocol
B. Protocol Characteristics of QUIC

The two most significant new features of QUIC,
compared to TCP, are capability for multiplexing on a
single connection and reduced handshake latency.

1) Multiplexing Overview: Multiplexing competency
allows QUIC to circumvent TCP’s Head-of-Line (HOL)
blocking issue [23]. As illustrated in Figure 2, TCP
connection maintains a First In First Out (FIFO)
channel, which requires the receiver to strictly follow
the order of the sender while processing the received
data. As shown in the example (in Figure 2), the client
transmits to the server packets 3 and 4 . If packet 4
comes before packet 3, the Upper Layer Application
will hold on the processing of packet 4 until packet 3
is received. This delayed is called HOL blocking [24],
[25] in TCP.

Fig. 2: Singleplexing in TCP

QUIC can fix the HOL blocking issue by adding
capability for multiplexing on a transport layer connec-
tion. Figure 3 shows the multiplexing mechanism in
QUIC. Under the transport layer connection, the idea
of stream is introduced. Multiple streams can be present
over one QUIC connection; however, these streams are
independent of one another and each assures the FIFO
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Fig. 3: Multiplexing in QUIC

order. From this perspective, “Flow” in QUIC is similar
to “connection” in TCP because both terms are used
for FIFO communication channel. In QUIC, however,
many flows exchange connection information. By using
a single QUIC connection for numerous streams instead
of many TCP connections, multiplexing is accomplished
while also conserving system compatibility.

2) Handshaking Mechanism: QUIC developed its
own handshake protocol and outperformed TCP+TLS in
terms of handshake latency. Transport Layer Security is
referred to as TLS [26], [27]. To guarantee data security,
it employs both Asymmetric and Symmetric Encryption.

The Diffie-Hellman algorithm or the RSA algorithm
completes the handshake protocol in TLS1.2. In RSA
algorithm, the handshake requires 2 Round Trip Times
(2-RTTs); because, at first the two parties (client and
server) exchange their respective RSA public keys
before sending a freshly created shared key using
RSA Encryption. On the other hand, TLS1.3 uses only
Diffie-Hellman Algorithm for key exchange.

The RTT distinction between TCP (TCP+TLS 1.2 and
TCP+TLS 1.3) and QUIC Handshake RTT is depicted
in Figure 4a. For TCP+TLS 1.2, a minimum of 3-RTTs
must pass during the handshake between the client and
the server, including 1-RTT for the TCP handshake and
2-RTTs for the TLS handshake. The RTT handshake
for TCP+TLS1.3 protocol is reduced to 2-RTT. QUIC
has further optimized RTT handshake . It allows TLS
Handshakes to take place in parallel with a transport
layer handshake, which reduced the delay to 1-RTT.
Therefore, This handshake of QUIC is referred to as a
1-RTT Handshake. If the client has previously connected
to the server, the shared key will be reused and the
client can immediately connect. In other words, data
transfer does not need to wait for the handshake to be
finished. This procedure of QUIC is called as 0-RTT.
It dramatically minimizes the client’s handshake latency,
which can greatly enhance the communication efficiency.

C. Connection Establishment Process in QUIC

In QUIC, the handshake procedure is used to establish
the first connection. Figure 4b represents the QUIC’s
handshake process in details. The client sends the server
an initial packet at the beginning of the connection,

which contains a TLS 1.3 “Client Hello” message. The
initial packet, which includes TLS “Server Hello”, is
then returned by the server. A handshake packet made
up of certificates, encrypted extensions, and other TLS
server communications comes next. A message from the
client is delivered after the handshake. Using 1-RTT
packets, application data can now be sent.

D. Packet Structure of QUIC

Each QUIC packet contains two main sections:
“Header” and “Payload”. The header portion of a packet
contains the data necessary to make sure the data reaches
the desired destination. The payload portion of a packet
includes the data that the packet is intended to deliver.
The Header section of QUIC can be long or short
depending on the scenario, which is one of the major
differences between QUIC and TCP. Until both 1-RTT
packet protection and version negotiation are finished,
long header packets are utilised for the first exchange.
The majority of data is carried via short header packets.
Figure 5 represent Long and Short Header Packets
successively. A 1-RTT “Protected Payload” is always
included in packets with a short header.

III. SECURITY ANALYSIS OF QUIC

As a novel transport layer network protocol, QUIC has
attracted much attention in research recently, including
the evaluations on its security features. We can divide
them into 3 major categories: 1) 0-RTT Handshake and
Forward Security 2) QUIC’s Security Model 3) Security
Threats of QUIC. Each category is elaborated in the
following subsections.

A. 0-RTT Handshake and Forward Security

An important security feature of communication pro-
tocols is forward security, which prevents the disclosure
of earlier session keys in the event where the long-
term master key is compromised [28]. Both TLS1.3
of QUIC and TLS1.2’s 1-RTT handshake effectively
provide Forward Security feature. However, the QUIC
TLS1.3 0-RTT handshake, is unable to offer forward
security from both communicating parties [5]. This is
due to the fact that the initial session key, which is
utilized in the 0-RTT communication process, is pro-
duced in accordance with the server’s static configura-
tion. The key leading to 0-RTT will also be exposed
if the configuration is compromised in the future. It is
a great security concern of QUIC protocol. To address
this issue, Günther et al. [29] modified the server side of
QUIC’s 0-RTT handshake to provide forward security.
The authors employed a unique key design. The current
key is changed each time whenever the server decrypts
the ciphertext, and the new key can be interpreted as the
original key. This way forward security is guaranteed
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(a) (b)

Fig. 4: (a) TCP and QUIC Handshake Latency illustration (b) QUIC’s Handshake Procedure

Fig. 5: Long and Short Header Packet Structure of QUIC

since the parsed ciphertext cannot be reverse-encrypted
or decrypted. QUIC protocol will also no longer be
susceptible to Replay Attacks as a result of this design.

B. QUIC’s Security Model

Fischlin et. al. [30] used a multi-stage key exchange
model to demonstrate the security flaws in QUIC’s hand-
shake, where the security of the QUIC protocol cannot be
guaranteed even if both communicating parties employ
a safe encryption protocol that includes an authentica-
tion mechanism for Data Encryption. To address this
issue, the authors suggested QUICi, a key-independent
version, which is capable of conforming to their security
paradigm. QUICi implements a more sophisticated key
generation technique to improve security. Afterwards,
Lychev et. al. [5] performed an extensive investigation
on the security of QUIC. They introduced the Quick
Communication (QC) protocol to define the utilization
of the initial session key before the final session key is
created for the 0-RTT handshake. The QACCE (Quick
Authenticated And Confidential Channel Establishment)
model is used to demonstrate the security of the QUIC
connection formation procedure and the Data Encryption
Transmission mechanism. To address the forward secu-
rity issue of QUIC’s 0-RTT Handshake, Jager et. al. [31]
proposed the Bleichenbacher Attack to quickly guess the
server’s secret key in TLS1.2, compromising the security
of the protocol [32]. By adopting PKCS#1 v1.5, QUIC

avoided the security flaws in TLS1.2 and is no longer
vulnerable to similar attacks.

C. Security Threats of QUIC

Although QUIC assures the data communication se-
curity, attackers can still obstruct regular communication
between two parties. This subsection goes over different
types of security threats of QUIC protocol.

1) QUIC Reflection DDoS attack: an attacker can
launch a QUIC flood Distributed Denial-of-Service
(DDoS) attack [17] to overwhelm the targeted server via
QUIC. When the attack traffic volume is high, the victim
service slows down and impacts authorized users. As
QUIC is based on UDP, which provides little sender’s
information to the receiver. As a result, DDoS attacks
through QUIC are challenging issues. QUIC protocol is
especially vulnerable to Reflection-based DDoS attacks.
A QUIC Reflection DDoS attack involves spoofing the
victim’s IP address and send queries to many servers.
Responses by the servers go to the victim rather than the
offender. As QUIC was created in conjunction with TCP
and TLS encryption, the first reply message contains its
TLS certificate and is significantly larger than the query
message from the client, which makes it possible for
attackers to utilize third-party servers to send a huge
amount of unwanted traffic to an victim.

2) Handshake Denial of Service: QUIC offers
authenticated and Encrypted transport [13] to remove
spoofed traffic. The majority of unauthenticated packets
are often discarded by QUIC endpoints through
handshakes, which prevents attackers from tampering
active connections. QUIC endpoints may accept some
unauthenticated ICMP packets after a connection
has been made. However, their impact is limited.
An alternative packet type that an endpoint may
acknowledge is a stateless reset, which depends on
the token’s confidentiality. QUIC only offers defense
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against attacks coming from outside the network where
a connection is established. There is a proof that the
recipient saw a previous packet from its peer is included
in every QUIC packet. However, The available defenses
aren’t meant to be useful against an attacker who can
catch QUIC packets before the connection is made.

QUIC is susceptible to a number of security threats,
according to [5]. These attacks are separated into
two categories: online attacks and offline attacks
depending on whether the attacker is on the network
path connecting the client and the server.

3) Online Attacks: As mentioned by Li, et al. [11],
an attacker can make both parties (client and server)
in the communication believe that the connection has
been successful for a long period of time by tampering
with the connection ID used by the client during the
handshake process. However, they are unable to analyze
the received data normally. As a result, the connection
drop is taken place. The attacker can also tamper with
the source-address token [11] in a manner similar to the
connection ID tampering attack, preventing both parties
from parsing the data packets that the other side has
received. The connection is seen as successful within
the first a few seconds before being aggressively cut off.

4) Offline Attacks: Li, et al. [11] described a server
configuration repeated attack, which is similar to TCP
reset injection [33]. In this attack, the attacker sniffs the
server’s configuration information and use that knowl-
edge together with a cloak of the server’s IP address
to transmit reset packet to the client, which resets the
QUIC connection. Iyengar, et al. [13] also described
that a stateless resets can lead to a DoS attack. This
attack is available if an attacker can make a connection
with a certain connection ID with a stateless reset token.
An attacker who produces this token can reset a open
connection with the same connection ID.

QUIC is unable to offer an efficient way to stop both
online and offline attackers from disrupting a QUIC
connection. It can cause both parties’ connections to
go inactive for a while, which can be used by online
attackers to delay detection. Both communication parties
are able to identify it. It takes little connection-related
knowledge for an attacker to break a QUIC connection.

5) Reflective Amplification Attack and State Exhaus-
tion Attack: In 2021, Nawrocki, et al. [17] described a
security loophole in QUIC’s Handshake protocol. During
the first round-trip, the server responds to an unverified
source. As a result, the attacker can easily establish Re-
flective Amplification Attack [17] and State Exhaustion
Attack [34]. The responding to unverified source issue
is a vital security weakness of QUIC protocol.

6) Spoofed ACK Attack: Iyengar, et al. [13] presented
a severe security loophole of QUIC where an attacker
may get an address validation token from the server
and subsequently divulge the IP address used to get
the token. The attacker may spoof this IP address to
connect to a server using a 0-RTT connection disguised
as the victim. The server will then transfer an excessive
quantity of data to the IP address, which allows the
attacker to spoof ACK frames to the server.

7) Stream Fragmentation and Reassembly Attacks:
As Iyengar, et al. mentioned in [13], to generate ex-
cessive receive buffer memory commitment and/or the
formation of a big, inefficient data structure, an adver-
sarial sender may purposefully broadcast stream data
fragments. In order to force the sender to hold the
unacknowledged stream data for re-transmission, an ad-
versarial receiver may purposefully fail to acknowledge
packets carrying stream data.

8) Cache Poisoning Attacks: It is a cyber attack in
which perpetrators inject false data into a web cache or
the DNS cache with the intent of damaging users [35].
Cache poisoning attacks against HTTP-based implemen-
tations,like QUIC, are immensely troublesome [36].

9) Slowloris Attacks: Slowloris attacks [13] can be
carried out against a QUIC endpoint by producing the
bare minimum of activities required to prevent it from
being shut down for inactivity. They aim to maintain as
many connections open as possible to the target destina-
tion, by sending sparse quantities of data, progressively
opening flow control windows to regulate the sender rate,
or creating ACK frames that imitate a high loss rate.

10) Explicit Congestion Notification Attacks: Another
major security threat for QUIC protocol is explicit con-
gestion notification Attacks [13]. In order to affect the
sender’s rate, an on-path attacker can change the value
of Explicit Congestion Notification (ECN) code points in
the IP header. To alter the sender’s rate, an on-the-side
attacker can copy and transmit packets with altered ECN
codepoints. An off-path attacker will need to race the
duplicate packet against the original in order to succeed
in this attack if a recipient discards duplicate packets.

11) Optimistic ACK Attack: In an optimistic ACK
attack [13], a congestion controller could allow trans-
mission at rates that are higher than what the network
can handle because an endpoint recognizes packets it
has not received. In order to identify this behavior, an
endpoint can omit packet numbers while transmitting
packets. Once this happens, an endpoint has the option
to instantly terminate the connection with a PROTO-
COL VIOLATION connection error [37].

12) Firewall Negligence Issue: Firewalls often offer
a variety of options when handling HTTP/HTTPS traffic
[38]. When web traffic is discovered by a firewall, it of-
ten goes via a web protection module that runs extensive
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checks using deep packet inspection and web filtering.
Firewalls, these days, can provide a lot of information,
including enhanced reporting and malware scanning.
However, the majority firewalls do not recognize QUIC
traffic as web traffic [2]. QUIC packets do not receive
the same amount of inspection and logging. This raises
serious security issues with consequences such as not
being able to limit access to websites or turning on safe
search on Google.

13) Recent Explored Attacks: Chatzoglou, et al. [43]
categorized overall security related attacks on QUIC
into five types: Cryptographic Attacks, Handshake At-
tacks, Privacy Attacks, Fuzzing Attacks, and Trans-
port Layer Attacks. They found some new issues of
QUIC protocol after deploying QUIC, including QUIC-
downgrade, QUIC-out-of-joint, QUIC-fuzz, QUIC-loris,
QUIC-flooding and QUIC-encapsulation. They men-
tioned a future potential research challenge of QUIC
is “QUIC-focused fuzzer”. To find setup errors in the
several QUIC implementations, a stateful QUIC fuzzer
can be helpful. Table I shows an overall taxonomy on
QUIC attacks.

IV. DISCUSSION AND FUTURE WORK

Although some research work has been done on
QUIC security, there are still room for advancement in
the current body of scientific research regarding QUIC
security. In this section, we discuss our vision on future
work that can be done on QUIC security.

1) A Comprehensive Study on How Resistant QUIC is
against IP Spoofing and Flooding Attacks: No research
has yet focused on the QUIC’s resistance to IP Spoof-
ing and Flooding Attacks. Although address validation
protection is implemented by QUIC, it should be further
investigated to see if this protection is functional against
all QUIC implementations or not. In addition, we could
do comparison among available protection mechanisms
of QUIC on a User Datagram Protocol (UDP) based
Amplification Attack. In addition, We could propose
feasible countermeasures that can be adopted by QUIC
to improve its robustness.

2) Balancing Security with Performance: The
forward-secure 0-RTT handshake [29] has a high
performance cost, while 0-RTT handshake used by
QUIC cannot ensure forward security. On the contrary,
in order to obtain stronger security than the current
security standards, QUIC uses TLS1.3. As a result,
the processing demands of QUIC on the CPU have
significantly increased due to the Encryption and
Decryption burden imposed on by QUIC. Thus, it is
important to investigate and explore how to balance
security and computation overhead.

3) The Competition between QUIC and TCP as well
as the Prediction of the Future of QUIC: The trend

of increasing QUIC traffic has left TCP less and less
bandwidth to use. However, will it completely take over
TCP in bandwidth competition? We could answer this
question by investigating the competition between QUIC
and TCP when the bandwidth shares changes. Through
studying the cost and benefit of adopting QUIC, we can
make a prediction on the future of QUIC.

4) Cache Poisoning Attacks against QUIC: Cache
poisoning attacks (DNS, web and so on) against HTTP-
based implementations can be very problematic. How-
ever, no study has yet looked at similar attacks against
QUIC. Future research can study cache poisoning threats
in such infrastructures because QUIC is implemented in
many proxies and load balancers.

5) Guarantee Mechanisms to QUIC Connections: As
we described in the last section, QUIC connections are
accessible by online or offline attackers. To better iden-
tify malicious attacker’s actions and enhance connection
security, we can investigate how to improve the protocol
to provide additional guarantee mechanisms to QUIC
connections.

V. CONCLUSION

QUIC is a new transport layer protocol appeared
after 2012, which is built on top of UDP with several
improvements over TCP to address its performance
issues. It is designed to achieves lower latency and
higher efficiency than TCP. In addition, QUIC offers
improved privacy and higher performance in demanding
network environments. In the past a few years, there
have been much research done to address the security
issues of QUIC protocol. However, there is a lack of
comprehensive survey that focuses on QUIC security.
In this paper, we aim to fulfil the gap and present a
comprehensive survey on QUIC Security. We expect this
effort to serve as a foundation and source of references
for more research in the related field.
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